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Outline
2 Outline

• Safety is a critical constraint on some applications (avionics, 
nuclear power plants, implantable medical devices, etc). 
• Design fault-tolerant systems is imperative. 
• Fault-tolerance is in most cases achieved by means of 

redundancy. 
• Adds costs and complexity. 

• Reliability: the probability of a given system to be working on 
time t given it was initially working correctly. 
• Measures the continuous delivery of correct service by a 

system.
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Context
3 Safety is a critical constraint in some 

applications where people’s lives depend on 
the correct functioning of systems such as in 
avionics, nuclear power plants, implantable 
medical devices and others. They shall deliver 
correct service even in the presence of failing 
parts. Fault-tolerance is, in this way, a design 
constraint for such systems.

Reliability is a measured of dependability, 
defined by the probability of a given system to 
be working correctly on time t given it was 
initially working correctly.
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How to efficiently include reliability evaluation 
on system design methodology?

4 So, in this work our problem is how to 
efficiently include reliability evaluation on the 
design methodology?


The Unscented Transform

5

Quantizer

Unscented Transform

5 The Unscented Transform is a mathematical 
framework that models a continuous 
probability function into a discrete one. It was 
first proposed on the context of the control 
theory by Uhlmann to overcome the 
linearization issues in the implementation of 
Extended Kalman Filter. It has being used on 
many different applications, including the study 
of Failure Prognosis (Leão, 2016 - Embraer) for 
aircraft mechanical parts and for representing 
uncertainty on aircraft route evaluation 
(Erlandsson, 2014 - Saab).

UT formulation
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6 The UT formulation is based on preserving the 
statistical moments of the continuous 
distribution. The goal is to calculate a list of 
Sigma points with their associated 
probabilities. On the numerical side, we do this 
by looking at the UT as a gaussian quadrature 
scheme and we use recurrence relations for 
orthogonal polynomials. We can show that 
these sigma points can be used to study the 
statistical behavior of a nonlinear mapping g(x) 
by means of the moments.
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Monte Carlo x UT
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7 We can show how to use the UT as an 
alternative to Monte Carlo by the problem of 
calculating the value of the integral of a 
nonlinear function.

Monte Carlo x UT
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8 If g(x) is too complex or if we don’t know an 
analytical expression for it, as is the case of 
complex algorithms, we can do so by defining 
an uniform distributed random variable X. 
Them, we form a new random variable y = g(x). 
The first moment of Y will be given by the 
following equation, which is essentially the 
value we want to get. Thus, the initial problem 
can be changed to the estimation of the first 
moment of a random variable.

Monte Carlo x UT
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Monte Carlo

Unscented 
Transform

9 On the Monte Carlo approach, we pick random 
samples, evaluate the nonlinear mapping on 
each of these samples and use an estimator to 
get the desired result. On the other hand, with 
the UT, we evaluate the nonlinear mapping on 
each of the sigma points and calculate the first 
moment of this new discrete distribution. The 
advantages of the UT is a faster convergence 
for the estimator and the use of deterministic 
points. Also, in Monte Carlo, you have to guess 
a probability distribution for the random 
variables. In the UT framework, we can rely on 
empirical data to get the sigma points.
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Scenario
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10 To show how it applies to fault-tolerant 
systems context, lets consider three kinds of 
fault tolerance schemes: simplex, TMR and 
TMR/Simplex. On Simplex, we have no fault-
tolerance at all. It is simple and cheap on 
design resources. On TMR we have replicated 
modules and the results of the module are 
taken by a majority voter. For the TMR/
Simplex, when a module fails, we put a good 
module aside.

Simulation flow

11Monte Carlo Unscented Transform

11 These are flux diagrams detailing the 
simulations. Note that the difference between 
these and the MC schemes resides on how we 
choose our simulation points and on how we 
process the results later. The system model 
remains the same so it can be used with any 
existing modeling and simulation tool.

Monte Carlo
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12 To give a feel on what we get, this the kind of 
result taken from the Monte Carlo with 1e4 
points. Note that TMR is more reliable than the 
Simplex scheme only for mission times shorter 
than 0.7 of MTTF.
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Unscented Transform
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13 This is what we get with the UT with 7 
simulation points for each module. We get 
these staircase patterns for the probabilities 
due to the discrete nature of the transform. We 
can get range estimations for important 
features just like the mission time.

Sneaky Peek: Smoothing

14
time

0 1 2 3 4 5 6 7 8 9 10

R
(t)

-0.2

0

0.2

0.4

0.6

0.8

1
Reliability: Monte-Carlo x UT

Simplex - MC
TMR - MC
Simplex - UTF
TMR - UTF

14 This is a sneaky peek on what we are trying to 
do in Brazil. Using signal processing 
techniques, we can smooth out those 
probability curves, getting more accurate 
estimates for important features.

Sneaky Peek: Smoothing
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15 Such as mission time for different FT 
techniques.
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Next steps
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sistemas"heterogêneos"adaptativos"proposto"neste"projeto"de"pesquisa"."

"

Figure"1"—"Fluxo"de"projeto"de"sistemas"embarcados"baseado"em"modelagem"de"alto"nível."

Na"fase"de"modelagem,"os"requisitos"do"sistema"são"descritos."Uma"descrição"funcional"

captura"a"funcionalidade"desejada"para"o"sistema."A"metodologia"ForSyDe"é"baseada"na"

definição"formal"de"modelos"de"computação"—"MoC"—"e"da"semântica"de"interação"

entre"diferentes"MoCs."O"projetista"pode"verificar"a"funcionalidade"do"sistema"por"meio"

de"simulações"ou"por"meio"de"técnicas"de"verificação"formal"[14]."Restrições"de"projeto"

nãoZfuncionais"podem"ser"incorporados"no"modelo"utilizado"para"verificação"do"

sistema,"como"por"exemplo"requisitos"de"disponibilidade"ou"de"operação"em"tempo"real."

Por"fim,"as"arquiteturas"de"hardware"disponíveis"para"implementação"do"sistema"são"

também"modeladas"para"a"obtenção"de"protótipos"virtuais"—"PV"—"que"permitem"que"

os"projetistas"experimentem"diferentes"opções"de"topologia"para"o"sistema"sem"a"

necessidade"de"hardware"físico."A"RecoBlock"é"um"exemplo"de"arquitetura"que"pode"ser"

utilizada"nesta"etapa."

Estes"modelos"são"utilizados"para"explorar"o"espaço"de"soluções,"em"uma"etapa"

posterior"de"otimização"do"sistema."Neste"etapa,"diferentes"possibilidades"de"

particionamento"entre"hardware"e"software"são"analisadas"por"simulação"utilizando"

protótipos"virtuais"desenvolvidos"na"etapa"anterior."O"objetivo"é"mapear"diferentes"

modelos"de"computação"em"módulos"de"hardware"ou"software"para"obter"um"solução"

particular"que"provê"as"funcionalidades"desejadas"considerando"as"soluções"de"

compromisso"impostas"pelas"restrições"de"projeto."O"entregável"desta"etapa"é"uma"

descrição"executável"do"sistema"a"ser"implementado"na"fase"posterior"de"síntese"dos"

módulos"de"hardware"e"software."Novamente,"a"metodologia"ForSyDe"se"mostra"

adequada"para"este"processo"por"definir"formalmente"como"as"transformações"

efetuadas"sobre"os"modelos"de"computação"alteram"a"semântica"dos"modelos,"

permitindo"prever"o"comportamento"do"modelo"mais"refinado"e"considerar"isto"nas"

tarefas"de"síntese."

Incorporar"técnicas"de"modelagem"de"alto"nível"no"fluxo"de"projeto"de"sistemas"

complexos"apresenta"pelo"menos"três"vantagens"sobre"fluxos"tradicionais."Primeiro,"

protótipos"virtuais"são"produzidos"nas"etapas"iniciais"do"projeto."Isto"permite"aos"

projetistas"explorar"mais"a"fundo"o"espaço"de"soluções"sem"a"necessidade"de"hardware"

físico."Segundo,"uma"vez"confirmado"como"correto,"uma"plataforma"virtual"pode"ser"
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16 I have just moved to Sweden to work for one 
year in KTH. They have being working for a 
long time on ForSyDe, a formal methodology 
to design heterogeneous embedded and 
cyber-physical systems. I have already a 
colleague working on reliability evaluation 
using ForSyDe models but I believe we can go 
further and use the UT also on the design 
space exploration phase of the methodology 
where we can consider design constraints 
such as safety and include platform reliability 
details into the design tools. In this way, we 
may expand the universe of possible 
implementations for given applications.
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