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Safety-critical systems

In the context of safety-critical systems it is important to consider:
analysis and mitigation of hazards that could lead to losses of life.
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avoid catastrophic consequences [1, 2].
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Due to the complexity of modern systems a structured and (il h!\
proactive safety approach is necessary.
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Syste m -TheOretiC System-Theoretic Unlike traditional processes that

» Process Analysis concentrate primarily on
Process AnalyS|s (STPA)is a hazard component failures, STPA
analysis process. concentrates on component

interaction failures, including
human operators, hardware,
software, and organizational
factors [3].



STPA Step 2. STPA Step 3. Identify
Model the control unsafe control
structure actions




Examples of Losses, Hazards and
Constraints

* | -1: Loss of life or injury to people
* | -2: Loss of or damage to Aircraft

* H-1: Aircraft violates minimum separation standards [L-1, L-2]

 SC-1: Aircraft must satisfy minimum separation standards from other
aircraft and objects [H-1]



ConOps (Concept of Operations) Documents

* ConOps documents, which can serve as the primary input to the STPA
process.

* These documents typically follow established standards, such as |IEEE
Std 1362-1998 [13], and provide detailed descriptions of:
e system objectives,
* operational scenarios, and
» stakeholder needs from which safety elements must be inferred.

* Atemplate of a ConOps can be found at:
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Machine Learning

* A machine learning algorithm analyzes vast amounts of data to identify
relationships among data, generating knowledge.

* The main tasks a classical machine learning algorithm can perform are:
* Classification
* Clustering
* Regression and
* Association

Labeled data set



Large Language Models (LLMs)

* LLMs are a type of machine learning model that use deep learning
techniques, specifically neural networks and transformers, to:
* understand
* process
* generate text.

* Trained on massive datasets, LLMs identify complex patterns in text to
perform tasks like:

* text generation

text retrieval

translation

question and answering
summarization



Motivation to automate the STPA process

* Although effective, STPA presents several challenges in its
practical application:

* [tis a time-intensive process that requires expertise in system safety

* Analysts must rely on expert judgment to identify losses, hazards,
safety constraints

* Furthermore, training in STPA demands considerable resources,
which makes automation an attractive solution to streamline the
procedure [4, 5, 6]



Pipeline Proposals

* To address these challenges, we have developed two LLMs pipelines to
automate the first step of STPA

* First pipeline: STPA Hazard Analysis from ConOps (SHACO)
* A model to extract losses, hazards, and constraints from ConOps documents

e Second pipeline: BERT Error Detection for STPA (BEDS)

* A model to classify, verify, detect errors, and suggest potential corrections for
the sentences



SHACO Dataset

* |t is a specialized dataset as no dataset was available publicly
* |t comprises 134 samples:

« ConOps documents, each one paired with its corresponding
STPA elements (losses, hazards, and safety constraints)

* 35 were real-world ConOps documents, primarily from the
aviation domain (CORDIS and NASA) [15] [16]

* 99 were generated through prompt engineering techniques
applied to ChatGPT and Claude Sonnet 3.5



The First Pipeline: SHACO

* This first pipeline uses:

* Lhama 3.1 model to automate the extraction of losses, system level
hazards, and safety constraints directly from ConOps documents.

=) | Train | Evaluate | Use
] Model Model Model

ConOps
and
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The Second Pipeline: BERT Error Detection for
STPA - BEDS

e BEDS aims at

* identifying possible writing errors in the sentences generated from the
analysis

* suggesting corrections to these errors

* In addition

* The pipeline allows users who already have pre-defined hazards, losses
and constraints, to verify their adequation to the STPA process without
having to use the first pipeline.



BEDS Dataset

* It iIs made up of sentences (losses, hazards and constraints) from
various domains

* |t was created by extracting fragments of STPA analyses found in
presentations at the MIT STAMP Workshops
(https://psas.scripts.mit.edu/home/stamp workshops/).

* [t contains 1,084 rows of sentences of different domains.
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Results for BEDS Pipeline

 The first classifier achieved:
* 95.20% of accuracy
e 95.08% of F1-Score.

* The second filter with three classifiers

achieved:

* For accuracy:
* 90.37% (loss)
* 79.00% (hazard) and
* 96.47% (constraint)

* For F1-Score:
* 89.08% (loss),
 75.78% (hazard),
* and 93.95% (constraint)
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Results for BEDS Pipeline

5 Slmllarly, the BEDS th|rd Three classifiers, one for each r:on/—v‘alid type
step consists of three o so93 -

Detect possible fault in sentence
classifiers which achieved:
* For accuracy:
* 74.50% (loss), 79.59% (hazard), and 96.25% (constraint)

* For F1-score:
* 66.35% (loss), 57.32% (hazard), 95.83% (constraint)



Conclusions

* Jogether, these pipelines demonstrate a synergistic contribution:
SHACO accelerates the extraction process, while BEDS ensures
the quality and correctness of the outputs.

* Challenges:
* data availability
* contextual understanding
 full automation

* The presented pipelines offer a foundational framework for
Integrating Al into safety-critical engineering workflows.



Future Works

e Authors intend to:

* Increase the datasets used in order to improve the metrics
obtained in both, pipeline 1 and pipeline 2

* create sanity check modules in pipeline 1 in order to verify that
there are no requirements documents (ConOps) with missing
or invalid parts according to the STPA process

 Automation of steps 2,3 and 4 of the STPA process
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SHACO Dataset prompt engineering for
ConOps

* <explanation>

* | want you to act as a systems engineering specialist.Our goal is to
generate Concept of Operations (ConOps) documents for a determined
system.We want to create ConOps to use as a dataset for later hazard
analysis. Note: It will be evaluated by experts from industry. Thus, the
audience are real system engineers.The documents must be generated
In the most detailed way, so try to generate the longest you can. Also,
try to make it really close to a real ConOps.Generate the document in
the PDF format, if possible.

* </explanation><instruction>
 Based on the explanation provided, generate a ConOps for a :



SHACO Dataset prompt engineering for STPA
documents

Too many hazards containing unnecessary detail.

* Like losses, there are no hard limits on the number of system-
level hazards to include

* As a rule of thumb, if you have more than about seven to ten
system-level hazards, consider grouping or combining
hazards to create a more manageable list

* You may be including unnecessary detail and making the list
unmanageable, difficult to review, and harder to identify
things that are missing. Instead, begin with amore abstract
and manageable set of system-level hazards and refine them
into sub-hazards later if needed



SHACO Dataset prompt engineering for STPA
documents

Tips to prevent common mistakes when identifying hazards

* Hazards should not refer to individual components of the
system.

* All hazards should refer to the overall system and system
state

* Hazards should refer to factors that can be controlled or
managed by the system designers and operators.

 All hazards should describe system-level conditions to be
prevented

* The number of hazards should be relatively small, usually no
more than 7to 10



SHACO Dataset prompt engineering for STPA
documents

Some notes to keep in mind about STPA:
Common mistakes when identifying system-level hazards
Confusing hazards with causes of hazards

A common mistake in defining hazards is to confuse hazards with causes of hazards. For
example,“brake failure”, “brake failure not annunciated”, “operator is distracted”, “engine
failure”, and“hydraulic leak” are not system-level hazards but potential causes of hazards.

To avoid this mistake, make sure the identified hazards do not refer to individual
components of the system, like brakes, engines, hydraulic lines, etc. Instead, the hazards
should refer to the overall system and system states.

In other words, check that each hazard contains:<Hazard specification> = <System> &
<Unsafe Condition> & <Link to Losses>E.g. H-1 = Aircraft violate minimum separation
standards in flight [L-1, L-2, L-4, L-5]. The exact sequence is not important—you could just
as easily write “Minimum separation standards for aircraft are violated [L-1, L-2, L-4, L-5]".
What is important is that the system-level hazards contain these elements.
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Results - Shaco

Metrics from all folds:

eval_precision eval_recall eval_+1

0.893320
0.889372
0.886105
0.897113
0.8921805

0.896389
0.889509
0.889858
0.898426
0.893936

0.894821
0.889401
0.887788
0.897745
0.892825

Average Metrics across all folds:

0.891543
0.893624
0.892516

eval_precision
eval_recall
eval_+71

dtype: flLoaté4

Standard Deviation of Metrics:
eval_precision 0.004139
eval_recall 0.003934
eval_+21 0.004025




BEDS Dataset

* The resulting dataset contains 1,084 rows of varied classes and
domains.

* 50 of those, however, were manually written (through paraphrase) and
added to compensate for some class imbalance found in the dataset.

* As the dataset is an integral part of the pipeline development, the
validity column was verified by specialists with three to four years of
experience in STPA analysis.

* This contribution was necessary to ensure the valid sentences in this
dataset correctly follow the STPA guidelines, and that the models can
reliably classify the sentences.



BEDS Dataset

* This dataset contains nine columns, of which the first is the prediction data
(the extracted sentence), three are target labels for classification (each for
the first three pipeline steps), and the last five are metadata to improve
traceability.

* The first target label is the class of the sentence, which can be one of the
three STPA elements. The second target label is the validity of the sentence
according to the STPA Handbook, which can be valid or non-valid.

* The last target label, given only to the invalid sentences, is the main fault
observed in the sentence that differs from what is recommended by the
handbook.

* The remaining columns are the metadata related to the sentence, such as
domain, year, title, URL, and number of the presentation.



BEDS Results

* The quantitative performance, calculated as the mean
from 5-fold cross-validation, is summarized below:

* Class identification: 95.20% - Accuracy and 95.08 % - F1-Score
* Validity determination: 88.61 % - Accuracy and 86.27 % - F1-Score
* Faults classification: 83.44% - Accuracy and 73.16 % - F1-Score



