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Introduction SAAB

* Reliable and secure communication between RN W
airborne platforms is today more critical than ever 5%, ’

— New threat systems and jamming techniques a
driven by digitalization can capitalizes on ] Py
existing weaknesses of broadcast COM bk: [ A
4

— Important realization is that L16 can be ,
detected and jammed at very long distances -
(N*100 km) 4

Cross-correlation detection (XCD) overcomes most LPI attempts and acquires the
bearing to virtually all transmitting a/c at extreme ranges.

« To overcome the limitations of existing legacy system it is important to
— Recognizing the vulnerabilities of legacy RF comms in modern scenarios

— And employ mitigation techniques to enhance the effectiveness of collaborative missions via targeted and
robust communication



Why directional communication? (&) sanB

« We must mitigate detection via A i - 7 . Gl C
— Narrow Tx beams with adaptive output power '
— Strive hard for narrow-band comms when possible

— Restrict Tx power and forbid Tx towards known/likely,
and possible threats

— Minimize network & routin ||Ousekeepill traffic E .

Ut

. Directional A . .
) . 5 trectionat A, Omnidirectional A
Directional Ay

» Typically directional networks are:

@, e D) — less power hungry, i.e., well suited for airborne
@ ...... @ ....... platforms with limited power resources

— narrow Tx beams means individual Tx/Rx lobes do not
overlap with regard to angle of arrival, i.e., throughput

increases with number of nodes
T, \ / — well suited for LPI/LPD constraints given their limited
irection 3

Antenna coverage area radiation areas

for each antenna 7" Wireless radio link



Background SAAB

* National Aeronautical Research Program, financied via Vinnova and INNOVAIR

» Collaboration between Saab (Surveillance/Aeronautics) and BTH (Dept. of Computer Science, DIDA)

Saab lead:

* Project management, requirements/prerequisites, CONOPS development & evaluation, Summary &
Report writing

BTH/DIDA lead:

» Directed network topology control protocol (concept development of a directed MANET suitable for
multiplatform air operations)

« Waveform (concept development of a waveform that suits the network protocol, allows high platform
speeds)

« Aim of project is fundamental low TRL research



CONOPS - Concept of Operations
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Satisfy needs of future collaborative air
operation

« Low active signature
« Protocol and waveform transparency

. Stability

« Adaptivity
« Spectrum awareness

« Jamming resilience




Directional data link antenna SAAB

* One "antenna” consists of one Tx aperture and two Rx apertures

 The Tx aperture has 64 elements, and each Rx aperture has 8 elements

(13 — 18 GHz system = instantaneously available bandwidth) Either:

Horizon

The Tx aperture
has 64 elements

On Rx, either the vertical or the horizontal array is active, i.e.
connected to the 8 digital receiver chains



Physical Layer Waveform

» Suitable propagation environments and Doppler
profiles were required for performance
simulations

« Where, an orthogonal time frequency space
(OTFS) modulation technique was identified
since it reaches channel capacity in high
Doppler environments

Enabling simulation campaigns to be conducted in order
to assess the performance of such systems with regard
to velocity, carrier frequency and multipath propagation

Time-frequency
response
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Directional networks
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Advantages

Support of stealth operations
Convergence of RF functions
Platform RCS design freedom via hull integrated antenna apertures

On the long term directional COM can resolve the limited radio spectrum resource



Conclusions

Extended range and availability
Enhanced security
Flexibility and interoperability

Spectrum efficiency

Ultimately, this work aims to revolutionize airborne communication
by providing a robust, secure, and adaptable solution that meets
the evolving demands of modern air operations
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